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Motivation



Identification protocols

L={(r,w)}

arising from a hard relation

Prover(z,w)

(com, Pstate) < P1(z, w)

rsp < P2(Pstate, ch)

com
-

ch

—

rsp

Verifier(z)

ch +sC

V(z,com, ch, rsp) = Accept/Reject
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Identification protocols

Prover(z,w) Verifier(z)
(com, Pstate) < P1(z, w) .

ch ch+sC
rsp <— Pa(Pstate, ch) =P

V(x,com, ch, rsp) = Accept/Reject

Completeness: V accepts when P knows a witness and they follow the protocol.
Special Soundness: w < extract(x, (com, ch,rsp), (com,ch’,rsp)), ch # ch'.
Special HVZK: given ch, (com,ch,rsp) < simulate(x, ch) that is valid.
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Identification protocols (2)

A dishonest P can always fool V with probability at least 1/#C: guess ch and
simulate the transcript.

In practice, we have two cases:

o #C = O(exp(N)), 1/#C is negligible, great!
* The case for SQIsign
o #C = O(poly())) (2 for example), 1/#C is not negligible, not great!
e Solution: repeat the sigma protocol several times.
o Consequence: huge efficiency/size overhead.
* The case for CSIDH (and friends) type identification protocols.

Question: Can we adapt SQIsign to the CSIDH (and friends) setting?

A is the security parameter
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Supersingular isogenies and the

Deuring correspondence



Supersingular Isogenies

An isogeny ¢ : E — E' is a rational map which is also a group morphism. The
kernel of an isogeny is always finite.

Given a kernel, the corresponding isogeny can be computed using Vélu formulas.
The (seperable) degree of an isogeny is the size of its kernel.
Dual isogeny: ¢ : E/ — E such that ¢o ¢ = [deg ¢]p and ¢ o b= [deg &g

Pure (supersingular) isogeny problem: given two supersingular elliptic curves Fy
and Es, compute an isogeny ¢ : K1 — Es.

Endomorphism ring problem: given a supersingular elliptic curves E, compute its
endomorphism ring End(E).
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Endomorphism rings of supersingular elliptic curves

The endomorphism ring of a supersingular elliptic curve is isomorphic to a maximal
order O in the quaternion algebra Q) .

If E is defined over IF,,, then

1
Op = Fndg,(E) = Z[x] or O, = Endg,(E) =7 [” i ] .

2

[F,-rational isogenies (except the vertical 2-isogenies) arise from the action of the
class group cl(O,). In this case, isogenies can be identified as ideals of O, in a
straightforward way.

Generally, if E is defined over F,2, an isogeny £/ — E’ can be seen as a left ideal of
the endomorphism ring O of E; the translations from ideal to isogeny and isogeny to
ideal are are less straightforward.
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Deuring correspondence

Deuring correspondence

J(E), E supersingular <+

Maximal orders O in B),

Isogeny ¢ : Fy — Es

O1 — left Oy — right ideal I

¢1: 1 — Ey, ¢ By — B

Equivalent ideals Iy, ~ Iy, (Iy, = wly,)

0 € End(FE)

Principal ideal Qwy

>
<~
<~
Hom(El, EQ) <~

The rank 4 Z — lattice (O, O3)

Computing the correspondence: — (hard) +— (easy).

Most problems become easy when you know the endomorphism rings of the

supersingular curves at play.
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Our favourite curve Ej

Eq : y* = 2 + x is supersingular if and only if p = 3 mod 4.

End(Ey) is generated by 1,., 5%, T where o : (z,y) — (—x,iy) (2 = —1).

End(Ey) corresponds to the maximal order Oy generated by 1,1 i Ltk

Most algorithms are best efficient when they involve Ej:

« IsogenyToldeal (KernelToldeal): takes a kernel point R € Ej returns the left
Oy ideal Iy corresponding to the isogeny ¢p : Ey — Er := Ey/(R).

o IdealTolsogeny: takes a left Oy ideal I and returns a representation of the
isogeny ¢ : E, — Ej := Ey/Ep[I] corresponding to the ideal I.

They can be generalised to any starting curve £ with known endomorphism ring.

5 g 0 Qpeo.
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SQISign




SQISign identification scheme

Ey
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SQISign identification scheme

o Key generation: 7: Egy—FEy

E() T EA

Sample a random ideal and use IdealTolsogeny
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SQISign identification scheme

o Key generation: 7: Egy—FEy
o Commitment: v : Eg—FE

E() T EA

Sample a random ideal and use IdealTolsogeny
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SQISign identification scheme

o Key generation: 7: Fy—FEx
o Commitment: v : Ey— F
o Challenge: ¢ : E4 — Eo

Ey L Ey
Y 2
Fi FEs

deg ¢ > 22
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SQISign identification

scheme

o Key generation: 7: Ey—FEa
o Commitment: v : Fg—F
o Challenge: ¢ : E4 — F»

EO T Ea
o Response:

o Translate ¢ into an ideal I,

¥ %) e Sample a random ideal I, equivalent to
LIy -1y

e Return a representation of the isogeny

El E2 g E1 — E2
o
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SQISign identification scheme

o Key generation: 7: Ey—FEa
o Commitment: v : Fg—F
o Challenge: ¢ : E4 — F»

e Response:

o Translate ¢ into an ideal I,

¥ %) e Sample a random ideal I, equivalent to
LIy -1y
e Return a representation of the isogeny
E, E, o:FE — Es
g o Verification: check that o : £y — FE5 is an
isogeny
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Soundness in SQISign

SQISign is sound with respect to the following hard language:

L={(Eaa)|acEnd(Es)\Z}

In fact, given two valid transcripts (Eq, ¢, o) and (Ey, ¢, 0') with the same
commitment £y but different challenges ¢ # ¢, one can easily show that
poooo oy isa non scalar endomorphism of Ejy.
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WaterSQI




SQISign is not secure if 7 is [F,-rational

Well finding a witness for
L={(Fa, )| acEnd(Es)\Z,Es/Fp}
is easy, just return m.

One instead considers the language:

ﬁp = {(EA,O() ‘ (RS End(EA) \ EndIFp(EA) EA/Fp}

)

[ Question: Can one design a variant of SQISign for the language £,7 ]
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A first attempt

Ey a4 Ea
b v
E1 o E2

Key gen.: pq : Eg—E4 := ax* Ej
Com.: ¢y : BEg—Fy :=bx Ey
Chal.: ¢ : Egy — Fo;=cx E4
Resp.: 0: By — E»
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But, is it secure?

What is the field of definition of the response o7
Either F,

o Then it becomes a proof of knowledge of a relation in the class group.

e The class group can be computed in quantum poly. time.

Or Fp.
e Then o : 4y — F5 is a non [F)-rational isogeny between two I, supersingular
curves.
« We have § = 0P) 05 € End(E>) \ Endy, (E»). Hence each signature reveals non
[F,-rational endomorphism @ o 6 o ¢ of Fy.
Ey —U) FEy

>
Er ) Ep
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Other insecure instances

Ta Ta
FEy ——— FEa Eog m—m—— FEa
Ye I Yo I ltpl
i Pe E,r >’_____.EE-—-—-—'* Eé
’ 1 an ) (43
Y2 > P2 ml w2
El .E2 El EZ

Fig. 3. Attack when the challenge curve E; is defined over F,, (diagram on the left) or
the 2 part of the challenge isogeny ¢ is relatively short (diagram on the right).
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Solution

« The response should be an isogeny of prime degree d where d is inert in Z[r].
+ The commitment curve must be defined over F,. (so that a single signature
does not reveal an endomorphism of Fy).

» The very first step of the challenge isogeny shouldn’t be [, rational.

When these conditions are satisfied, one can show that given two valid transcripts
(E1, ¢, 0) and (Eq, ¢, 0') with the same commitment E; but different challenges

o~

p# ¢, poooo’ oy € End(E4) \ Endg, (E4).

15/17



WaterSQI identification scheme
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WaterSQI identification scheme

o Key gen.: ¢q: Eg—FE4 :=ax Ey

Sample a random ideal a of O, and use IdealTolsogeny
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WaterSQI identification scheme

o Key gen.: ¢q: Eg—FE4 :=ax Ey
o Commitment: ) : Eg— FE

Sample a random ideal and use IdealTolsogeny, restart if j(E;) € F),.
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WaterSQI identification scheme

o Key gen.: ¢q: Eg—FE4 :=ax Ey
o Commitment: ) : Eg— FE
o Challenge: ¢ : E4 — Fo

T EL

Es

deg ¢ > 2}, prime power, and the first step is not [F-rational
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WaterSQI identification scheme

o Key gen.: p,: Eg—FE4 :=ax* Ej
e Commitment: v : Ey— F1
Challenge: ¢ : Fq4 — Es

E, T By ° Response:

o Translate ¢ into an ideal I,
e Sample a random ideal I, equivalent to
¥ %) I. -1y -1, and of prime norm d such that d
is inert in O,
e Return a representation of the isogeny

El E2 U:E1—>E2
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WaterSQI identification scheme

Es

Ea

Key gen.: ¢, : Eg—FE4 := ax* Ej
Commitment: v : Ey— F1
Challenge: ¢ : Fq4 — Es
Response:
o Translate ¢ into an ideal I,
e Sample a random ideal I, equivalent to
I. -1y -1, and of prime norm d such that d
is inert in O,
e Return a representation of the isogeny
o:FE — Es
Verification: check that o : B4 — FE5 is an
isogeny of prime degree d inert in Endp, (Ep)
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